CPC PRIVACY IMPACT ASSESSMENT
CCTV Surveillance System — External Cameras
Butts Road office, museum and graveyard
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 1.  Purpose and Scope
This Privacy Impact Assessment (PIA) has been conducted in accordance with the UK General Data 
Protection Regulation (UK GDPR), the Data Protection Act 2018, and the Information Commissioner's Office 
(ICO) CCTV Code of Practice. It evaluates the privacy implications of operating three (2) externally-mounted, (1) internally-mounted.
CCTV cameras on the council building premises.

The assessment considers the necessity and proportionality of the surveillance activity, the potential impact 
on individuals' privacy, alternative measures that were considered, and the safeguards that have been 
implemented to protect personal data.
2.  Camera Schedule
The following two external CCTV cameras are covered by this assessment:

	Cam
.
	Location
	Coverage Area
	Operational Rationale

	1
	On the Parish Office, Linley Road, Blunsdon
	Public car park approach, to the right of the main office entrance door and immediate forecourt, MUGA gate & access, part Linley Rd play area, part of access gate to side entrance towards the back of the MUGA & access to storage container and portaloo
	Monitoring of all persons 
entering/exiting the MUGA & side gate, container & portaloo; deterrence for fly tipping, misuse or vandalism to MUGA & gate access equipment and to prevent anti-social behaviour behind or around the MUGA.


	2
	Fence to the right of the MUGA access gates
	Staff and visitor entrance/exit to council office and MUGA, MUGA car park, portaloo, storage container & access gate to play area.  Covers the defib located on the front of the office, letter box and main office building.

	Safety of staff and visitors to the 
Office.  To record any 
unauthorised access, vandalism and anti-social behaviour around the office building & MUGA.



 
The following one internal CCTV camera is covered by this assessment:
	Cam
.
	Location
	Coverage Area
	Operational Rationale

	3
	Above the Clerk's desk inside the office
	The whole area of the office including entrance/exit door
	To enhance the safety of staff, particularly when working alone, to deter and assist in addressing anti-social behaviour, and to help protect all visitors attending the Council offices.




3.  Legal Basis for Processing  
The operation of CCTV constitutes the processing of personal data (biometric and visual data) under the UK GDPR. The council relies on the following legal bases:

	Legal Basis
	Justification

	Article 6(1)(e) — Public Task
	Processing is necessary for the performance of a task carried out in public interest; the council has a duty to maintain the safety and security of its premises and the people who use them.

	Article 6(1)(f) — Legitimate 
Interests
	The council and its staff have a legitimate interest in protecting the building, assets, and persons on the premises from crime, 
vandalism, and antisocial behaviour.

	Criminal Offences (s.10 DPA 
2018)
	Where footage is used in connection with a criminal investigation, 
processing is carried out by a public authority in the exercise of 
official authority.



4.  Necessity and Proportionality
4.1  Necessity
The council has determined that CCTV surveillance is necessary at this location based on the following evidence:

Recorded incidents from neighbours of vandalism to the portaloo, MUGA & office through anti-social behaviour. 

A formal site security review conducted by members and vote on by Full 
Council identified the MUGA perimeter as presenting a risk to additional cost to the 
council due to vandalism.

Safeguarding for users of the sports facilities.

Lone-worker and out-of-hours staff safety requirements necessitate visible 
deterrence and evidential capability.

4.2  Proportionality
Each camera has been positioned and configured to capture only what is operationally required.

 The following proportionality measures have been applied:

Camera fields of view are limited to council-controlled land and immediate public 
access points; no camera has been positioned to capture private residential 
property or the interior of adjacent buildings.

Data is recorded and saved for a minimum of 31 days..  Impact on Individual Privacy

The following assessment has been made of the potential privacy impact on individuals who may be captured by the system:




	Privacy 
Consideration
	Potential Impact
	Assessment Finding

	Data subjects 
captured
	Members of the public, staff, 
contractors and visitors in proximity to the MUGA, car park, play area or Parish Office building
	Low–Medium. The majority of 
individuals captured will be on public or semi-public land and will have a reasonable expectation of 
surveillance in the vicinity of a council building.

	Sensitive personal 
data
	Images may incidentally capture 
characteristics such as ethnicity, 
disability or health condition
	Low risk. No data is processed for 
these characteristics; footage is 
reviewed only in response to a 
specific safety or security incidents.

	Footage retention 
and access
	Recorded data retained and 
potentially accessed by staff or third parties
	Managed risk. A defined retention 
period and strict access controls are in place (see main CCTV policy)

	Chilling effect on 
behaviour
	Individuals may feel observed or 
modify their behaviour near the 
building
	Low. Cameras are clearly 
signposted. Surveillance is limited to the MUGA perimeter and is not 
targeted at lawful public activity.

	Data breach risk
	Unauthorised access to or disclosure of footage
	Managed risk. System is access-
controlled with audit logging; network is segregated from public-facing systems (see main CCTV policy)



	Privacy 
Consideration
	Potential Impact
	Assessment Finding

	
	
	

	Cross-border 
transfer
	Risk of footage being transferred 
outside the UK
	Not applicable. The system is 
operated entirely within the UK and no data is transferred to third country processors.




6.  Safeguards Implemented
6.1  Signage and Transparency
· Prominent CCTV warning signs are displayed at all sides of the MUGA and on the office fencing complying with ICO signage guidance.
· Signs on the office display the data controller's name and contact details, the purpose of surveillance, and a reference to the council's full CCTV Privacy Notice.
· The council's CCTV Privacy Notice is published on the council website and is 
available in hard copy on request.


6.2  Data Retention.   See the councils main CCTV policy.

6.3  Access Controls
· Access to live and recorded footage is restricted to authorised personnel only. A 
current list of authorised users is maintained by the Clerk.
· All access to the CCTV management system will be logged, including the identity of the user, date, time, and the reason for access.
· Access logs are reviewed on a quarterly basis by the Data Protection Officer who is the Clerk.
· Requests for footage from third parties (including law enforcement) must be 
submitted in writing and are processed in accordance with the council's Subject 
Access Request and disclosure procedures.

6.4  System Security
· The CCTV network is segregated from the council's general IT network and from 
any public-facing systems.
· The recording system is password-protected with unique credentials; default 
manufacturer passwords have been changed.
· Physical access to the recording equipment is restricted to a council office, which is locked and access controlled.
· Software and firmware updates are applied on a regular basis when prompted by the software.

6.5  Staff Training and Awareness
· All staff with access to the CCTV system receive data protection and CCTV-specific training prior to being granted access.
· Training is refreshed as required.
7.  Review Schedule
This Privacy Impact Assessment will be reviewed biennially (every two years) or earlier if any of the following trigger events occur:
· Addition, relocation, or removal of any camera within the system.
· Significant change to the technology used (e.g. introduction of analytics, facial 
Recognition.
· A data breach or security incident involving the CCTV system.
· A material change in the relevant legal or regulatory framework.
· A complaint or concern raised by a data subject or the ICO.

	Review
	Due Date
	Completed Date & minute ref

	Initial Assessment
	October 2026
	November 2026

	First Biennial Review
	October 2028
	

	Second Biennial Review
	October 2030
	




8.  Conclusion

The system is operated in compliance with the UK GDPR, the Data Protection Act 2018, and the ICO CCTV Code of Practice. The safeguards described in Section 6 are sufficient to manage the identified privacy risks to an acceptable level.

